
Unleashing Scammers! 

States Should Take Them On?

by seeking to fire 90 percent 
of the Consumer Financial 
Protection Bureau (CFPB)’s 
staff, dismantling the Justice 
Department’s National 
Cryptocurrency Enforcement 
Team and Consumer 
Protection Branch, and 
dropping or settling cases 
with more than 100 
corporations that scammed 
or abused consumers, the 
Trump administration is 
instead inviting a golden age 
for scammers and corporate 
abuse.

As the federal government 
retreats from protecting 
consumers, it is up to states 
to step up, including through 
the creation of state-level 
CFPBs.

https://www.cbsnews.com/news/trump-administration-cutting-nearly-90-percent-consumer-financial-protection-bureau/
https://www.washingtonpost.com/national-security/2025/04/08/read-justice-department-cryptocurrency-fraud/
https://www.washingtonpost.com/national-security/2025/04/08/read-justice-department-cryptocurrency-fraud/
https://www.washingtonpost.com/national-security/2025/04/08/read-justice-department-cryptocurrency-fraud/
https://prospect.org/justice/2025-04-24-justice-department-shuts-branch-that-prosecutes-consumer-fraud-cases/
https://prospect.org/justice/2025-04-24-justice-department-shuts-branch-that-prosecutes-consumer-fraud-cases/
https://www.citizen.org/news/enforcement-actions-against-over-100-corporations-stopped-by-trump/
https://www.citizen.org/news/enforcement-actions-against-over-100-corporations-stopped-by-trump/


What do scammers want?
Scammers are dishonest people. 

● Liars who convince you to send them money.

● Other scammers want your information. 
They try to get information like the username and password for 
your bank account, credit card number, and Social Security.

● They want your information so they can pretend to be you and 
use your accounts without permission.

Scammers contact YOU and say there’s a problem. 

They will lie and say you owe the money. They might pretend someone in 
your family had an emergency. They could say there’s a virus on your 
computer. Or they might tell a different lie.

But there’s no real problem or emergency — they just made it up to get your 
money or information.

Scammers tell you to hurry.

 They don’t want you to have time to think or to check out their story. 
Scammers might even lie and say you’ll be arrested if you don’t act quickly.



Scammers tell you to pay, and they tell you HOW to pay. 
Scammers often say you can only pay by:

● Buying gift card and giving them the numbers on the back

● Wiring money through a company like MoneyGram or Western Union

● Sending them cryptocurrency

● Using a payment app

They tell you to pay these ways because it’s like using cash. Once 
you pay, it’s hard to get your money back.

Warnings Signs of a Scam
Did someone promise you a job – if you pay them?

Never pay anyone who promises you a job, a certificate that will get you a job, or secret 
access to a job. Those are scams.

Did someone say they’re from a government agency, threaten you or demand money?

The government doesn’t call to threaten you or demand money.

Did someone say they could help you win the Diversity Visa Lottery to get a Green Card?

It’s free to apply and the winners are picked at random. No one can increase your chance of 
winning.

Did you get a call, email, text, or social media message saying you won something? 
Except there’s a fee?
Don’t pay for a prize. That’s a scam. You’ll lose your money.



Did someone ask you to pay by gift card, money transfer through a company like 
Western Union or MoneyGram, or cryptocurrency?

Only scammers say you have to pay that way. Don’t do it.

Did you get a check from someone who asked you to give them part of 
the money back?

Don’t give someone money in return for a check. Fake
checks can look real and fool the bank. You’ll have to pay back the money.

Did you get a call, email, text, or social media message asking for your credit card, 
bank account, or Social Security number?

Never give that information to anyone who asks over phone, email, text, or social media.

Warnings Signs of a Scam

Online & Smart Phone

Phishing

Smishing

Man-in-the-Middle

Malware

Fake Websites















Important Customer Advisory 
Regarding Nationwide Text 

Phishing Scam

https://www.ohioturnpike.org/

https://www.ohioturnpike.org/






Download my online course, lecture, & PDF.
Online ads and commercials offering any easy way 
to learn a skill for cheap. It will always lead to more 

things to buy or is inadequate material.

Survey / Watch TV / Phone Game scam
Easy way to obtain your info for next promising the 

user money or gift cards.

The different types of scams in depth



 Grandparent Scams:
Scammers pose as a child or grandchild in trouble, requesting money or gift cards. 

 Romance Scams:
Con artists pretend to be romantic partners on dating sites or social media to gain trust and then request money. 

 Tech Support Scams:
Scammers claim to offer computer assistance, gaining remote access to devices and personal information. 

 Medicare Impersonation:
Scammers pretend to be Medicare representatives, requesting personal information or offering fake services for 
reimbursement. 

 Investment Scams:
Fraudsters offer fraudulent investment opportunities, often involving cryptocurrency, to lure seniors into investing. 

 Sweepstakes/Lottery Scams:
Scammers claim a senior has won a prize and request fees or personal information to release it. 

 Charity Scams:
Scammers pretend to represent charities to solicit donations. 

 Government Impersonation Scams:
Scammers impersonate government officials (IRS, Social Security) to scare seniors into providing information or money. 
Telemarketing Scams:
Scammers use telemarketing to sell fake products, offer fraudulent investments, or request donations. 



How do I protect myself from scammers?

Here are some ways to protect yourself:

⊲ Don’t respond to unexpected calls, emails, texts, or social media messages 
that ask for money or personal information.

⊲ Take your time. Honest organizations will give you time to make a decision. 
Anyone who pressures you to pay or give them your information is a scammer.

⊲ Never pay someone who insists you can only pay with a gift card, a wire 
transfer, cryptocurrency, or a payment app.

• Don’t carry your important papers or ID cards with you.

• Don’t click on links in emails, texts, or social media messages unless you’re sure you know what they are.

• Don’t trust caller ID. Scammers can make any name or number show up on your caller ID.

• Don’t send money to anyone who calls, emails, or texts and says they’re with the government.

• A government seal doesn’t mean a website is official. Look for .gov in the address.

• Never pay for immigration forms from the U.S. government. They are free.

• If you think someone stole your identity, visit IdentityTheft.gov for help.

Freeze your social security number

Protect Yourself and Your Information



Tips for Staying Safe:

● Verify the identity of anyone contacting you, especially if they are asking for money or personal information. 
●
● Be wary of offers that seem too good to be true, or if you are pressured to act immediately. 
●
● Never click on links in unsolicited emails or text messages. 
●
● Don't send money to someone you've never met in person. 
●
● Be skeptical of anyone who claims to represent a government agency and demands immediate payment or action. 
●
● Report suspected scams to the Federal Trade Commission (FTC) at ReportFraud.ftc.gov. 
●
● Consider signing up for the Do Not Call Registry to reduce telemarketing calls. 

If I sent money to a scammer, what should I do?

If you paid or sent money to someone you think is a scammer, you might not get it back.
But it’s always worth asking the company you used to send the money if there’s a way to get it back.

Try to cancel or reverse the transaction as soon as you can.

1.Contact whoever you used to send money, for example:

⊲ Credit card company or bank

⊲ Money transfer company (like Western Union or MoneyGram)

⊲ Gift card company

⊲ Cryptocurrency company

⊲ Post office

2.  Tell them it was a scam

3.  Ask them to give your money back If you gave cash or gold to someone, call the police.

https://www.google.com/search?rlz=1C1CHBF_enUS1055US1057&cs=0&sca_esv=bfd7f0276b7e69c9&q=Do+Not+Call+Registry&sa=X&ved=2ahUKEwjI8Oy1hNiMAxUOEFkFHUMAJoQQxccNegQIVhAB&mstk=AUtExfAgvhc_WpTiXXW70bK4hzU8LMpVRIB7qjhki3A3Cd3bk3531m-LIKfjtHU6eq5rkUx5dSNWkDMabZmdTq4NsFmwrJ61M0jTaigxenugMnq9uhYtpaz3mA_RKqDjvgcsb5a2YtnGaUfZSmzk-z2U74WkhvXqRBwfH3VIkOqp42H5kr7oKwZKmie9Lov0jDX1_IN8&csui=3


https://cyberseniors.org/cybersecurity

https://www.youtube.com/@cyberseniorscorner/videos

https://cyberseniors.org/cybersecurity/
https://www.youtube.com/@cyberseniorscorner/videos

