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Safe Online Browsing
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HTTP vs HTTPS

Normal HTTP (80)

Insecure connection

User

Secure HTTPS (443)

When you request a
HTTPS connection to a
webpage, the website will
initially send its SSL
certificate to your browser.
This certificate contains
the public key needed to
begin the secure
session.The SSL involves
the generation of shared
secrets to establish a
uniquely secure
connection between
yourself and the website.



Check if a site's connection is secure

To see whether a website is safe to visit, you can check for security info about the site. Chrome will alert you if
you can't visit the site safely or privately.

1. In Chrome, open a page.

2. To check a site's security, to the left of the web address, look at the security status:
* @ Secure
* () Info or Not secure
« A Not secure or Dangerous
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Virtual Private Network (VPN)

- PN connection

YOUR IP LOCATION

YOUR IP ADDRESS

YOUR EMAILS

WEBSITES BROWSED ‘

Tunnel

¥ HIDE YOUR LOCATION

v HIDE YOUR IP

¥ ENCRYPT YOUR DATA

v BROWSE ANONYMOUSLY
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Two Factor Authentication

Letting the website visited know that it's YOU and not someone else.

User Username

AUTHENTICATED

Phone | 7123-456-7890 m °

@ ®

User logs into an account An authentication code (OTP) is User enters the OTP as the
using their primary password sent to the user’s mobile phone secondary password and is granted
access to their online account




Using
Google Authenticator
For 2-Factor


http://www.youtube.com/watch?v=rbo1iFLMZyI

Dos

e Turn on privacy settings.

e Secure your internet
connection.

e Use strong passwords.

e Purchase from secure
sites.

e Be careful what is
shared and emailed.

e Keep your information
up to date.

Don’ts

Don’t give out your password.
Don’t connect to unknown
and mysterious WiFi.
Don’t using unknown
downloads from online or
email.

Not reading pop-up before
closing it.

Not using any password
recovery options.



Making Safe Payments Online

Why use a Online Payment Company?
The Safety Stuff

Adds another layer of security to protecting your credit and debit account.

Transactions will be logged and tracked with detail.
Securing PIN number and CVV attached to credit card.
Transfering funds to other account holders.

Manage subscriptions and automatic payments.

The Catch

Transaction fees and fines.

Keeping your payment account SUPER secure.

Knowing another terms of service agreement.
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Electronic Discount

Websites.

New Egg .com
Microcenter .com
Tech Bargains .com
Slick Deals .net
Groupon .com

Using Social Media &
get on Deals

Facebook

Twitter

Retailers Website
Sales Apps
Secondary Sellers



