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SUBJECTS

Online Threats: How to protect:

Malicious Email Home Network
Spam Mobile Devices
Phishing Passwords
Hacked Accounts Accounts
Credit Fraud Online Privacy
Cyber Harassment




Online Threats

Malicious Email:

An email that looks legitimate and urges you to
perform an action.

Spam:

Unsolicited, bulk, and unwanted messages by
email or digital messages.

Phishing:

Collecting someone's personal intended for
malicious. Usually under false pretenses as
someone legitimate.

Hacked Account:

When an account is accessed by someone else
without permission.

Credit Fraud:

Transactions on a credit card that were not
permitted by the card holder.

Cyber Harassment:

Using social media, texting, and/or email to bully
or mentally abuse digitally.



Malicious Email & Spam

How did | get it ?

Crawling the web for “ @”_sign. Spammers and cybercriminals use sophisticated tools to scan the
web and harvest email addresses. If you publicly post your email address online, a spammer will find it.

Making good quesses... and lots of them. Cybercriminals use tools to generate common user
names and pair them with common domains. These tools are similar to the ones that are used to crack
passwords. And they work.

Tricking your friends. Even if you know better than to publicly post your email address on the web, it
could still be stored in the email inbox of anyone who's ever emailed you or whom you've ever emailed.
Cybercriminals can steal contact lists or use social engineering to trick people into giving them access.

Buying lists. Spammers can purchase lists legally and illegally. When you sign up for a website or a
service, make sure you read the privacy policy carefully to find out what the site plans to do with your
email address.



http://www.microsoft.com/protect/terms/socialengineering.aspx
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https://www.pcworld.com/article/3072435/data-center-cloud/5-ways-to-stop-spam-from-invading-your-email.html



http://www.youtube.com/watch?v=xE6jxiFQvZ0
https://www.pcworld.com/article/3072435/data-center-cloud/5-ways-to-stop-spam-from-invading-your-email.html
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https://knowtechie.com/prevent-phishing-attack-infographic/



https://knowtechie.com/prevent-phishing-attack-infographic/

Hacked Accounts & Credit Fraud

Know the Signs

e Mysterious activity
e Alert email or text that password or pin number have changed.

e Email alert from web host / business

VWhat to do:

1. Contact the “REAL” source directly

2. Gain control of your assets

3. Reinforce security and authentication



Cyber-bullying
Facts

Top 10 Forms of
Cvyber Bullying



http://www.youtube.com/watch?v=0Xo8N9qlJtk
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Do | Need
Antivirus??



http://www.youtube.com/watch?v=XyT9Of13u6E



http://www.youtube.com/watch?v=fKxuKWsA_JI

AntiVirus and AntiMalware Software

N rton Malwarebytes

rom Syme 1IN T¢

‘ ! C Cleaner

&P

Bitdefender ® SUPER AntiSpyware

https://www.top10bestantivirus.com/best-free-antivirus?aclid=EAlalQobChMI0
83t95Tm3QIVVrXACh35kgAYEAAYAVAAEQKOc D BwE



https://www.top10bestantivirus.com/best-free-antivirus?gclid=EAIaIQobChMI083t95Tm3QIVVrXACh35kgAYEAAYAyAAEgKOc_D_BwE
https://www.top10bestantivirus.com/best-free-antivirus?gclid=EAIaIQobChMI083t95Tm3QIVVrXACh35kgAYEAAYAyAAEgKOc_D_BwE

PASSWORDS ARE LIKE

UNDERPANTS

Change them often, keep them private and never share them with anyone.



REPORT -

Password Manager Apps
F-Secure KEY Password s seds
Dashlane: #1 ; p
Password Manager manager assword Manager

‘ I My Passwords S o Keeper®: Free Password
Password Manager )4 (L Manager

Avast Passwords Hide Pictures LastPass Password
Keep Safe Vault Manager

https://thehackernews.com/2017/02/password-manager-apps.htmi



https://thehackernews.com/2017/02/password-manager-apps.html

Main advantages of using password manager:

e Create reliable and strong passwords in

seconds
e Autofill your login credentials on websites with

just a single password
e Two-step authentication for added security

https://techspective.net/2018/04/23/what-is-a-password-manager-and-why-do-you-need-it/



https://techspective.net/2018/04/23/what-is-a-password-manager-and-why-do-you-need-it/
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http://www.youtube.com/watch?v=0mvCeNsTa1g

TWO-FACTOR
AUTHENTICATION

Usermname

https://www.g2crowd.com/categories/multi-factor-authentication


https://www.g2crowd.com/categories/multi-factor-authentication
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http://www.youtube.com/watch?v=xKPKs9tVmN4

VPN

YOUR DATA PROTECTS YOUR DATA

No Hackers

No Government

No Corporations
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http://www.youtube.com/watch?v=I01XMRo2ESg

Summary

Use an Anti-Virus & Anti-Malware on your devices.
Look into using a VPN for mobile and home PC.
Be careful on what you CLICK online and in email.
. Always question your sources on the internet.

. Start using Two Way Factor Authentication TODAY.

. When in doubt do some research and a reliable source.



Let’s talk about some bad & good stuff

Ransomware: Hacker Locks Guests out of Rooms

http://www.slate.com/articles/technology/future tense/2017/02/the_ransomware attack that locked hotel guests out of their rooms.html

Opening up Email USED to be MEGA Dangerous

https://www.howtogeek.com/135546/htg-explains-why-you-cant-get-infected-just-by-opening-an-email-and-when-you-can/

Facebook Hacks 50 Million Users

https://www.cnbc.com/2018/10/03/facebook-hack-fag.html

No More Weak Passwords in California

https://www.wired.com/story/security-news-this-week-good-news-california-bans-bad-default-passwords/

China uses hardware to Hack Apple and Amazon

https://finance.yahoo.com/news/apple-amazon-deny-bloomberg-report-110439954.html

AT&T Fails to Doing its Own Safety Protocol

https://www.theregister.co.uk/2017/07/10/att_falls_for hacker_tricks/



http://www.slate.com/articles/technology/future_tense/2017/02/the_ransomware_attack_that_locked_hotel_guests_out_of_their_rooms.html
https://www.howtogeek.com/135546/htg-explains-why-you-cant-get-infected-just-by-opening-an-email-and-when-you-can/
https://www.cnbc.com/2018/10/03/facebook-hack-faq.html
https://www.wired.com/story/security-news-this-week-good-news-california-bans-bad-default-passwords/
https://finance.yahoo.com/news/apple-amazon-deny-bloomberg-report-110439954.html
https://www.theregister.co.uk/2017/07/10/att_falls_for_hacker_tricks/

